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Abstract

In a penetration test, once we establish what targe¢s and how many may or may not be
vulnerable, the next step is to use our tool siacand exploitation methods. The purpose of this
article is to help you understand the need for tidgimg specific services and scanning activitissaa
start point of penetration test, and help you le&ow to best perform these activities with specific
tools like nmap or pOf. The main target is to ddmespecific tools that help reveal the charactirss
of your targets, services, versions, and typegsdurces they offer.
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1. Foreword

“Open source” is one of the most misunderstood eptscin the computing industry
today. Most people in the industry, and even a ramalh people outside the industry, have
heard of open source software. They may be abtante some of the most prominent open
source projects, like Linux, Apache, and Firefoxit Bvhat most people don't understand
about open source software is why it works. Sofewaleased as open source costs money
and time to make and it has value.

Even if source licensing and source code avaitgtdlie not indicators of the security
of a software application, there is a significaahéfit of open source to some users alarmed
about security. Open source allows experts to tigpeir software options before making a
choice and also in some cases to make improvemeétiteut waiting for fixes from the
vendor or source code maintainer.

Open source security tools abound, so we can thkengage of them and avoid paying
for commercial products if open source fits youed®e Freshmeat.net and Sourceforge.net
are two central repositories to find open sourdéwswe and information about scanners,
authentication software, penetration testing toafgispam, intrusion-detection systems and
more that exist as open source or freeware.

Malicious attackers are sophisticated enough teerstdnd that the real power of the
most popular network security tools does not staytheir functionality, but in the
framework that allows us to extend and adjust theirctionality. These sophisticated
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attackers also know how to quickly write their otaols to break into remote networks
[Clarke, 2005, 5-20].

The aim of this article is to present how to usistéxg and powerful open source tools
to protect your networks and data from the moskeerpced attackers. The first thing that
must perform, what kind of system we are testirggjdeentifying specific services and
scanning and after that we can begin exploitatimhiacrease the depth of our activities.

2. ldentifying specific services

Identifying the specific services and resources déina offered by a target begins with a
set of parameters, like an IP address range, pecfic Domain Name Service (DNS) entry,
and the open ports on the system. A list of compumts can be found on services file from
Unix and Linux (/etc/services) and there are: FERad20), FTP (21), SSH (22), Telnet
(23), SMTP (25), Whois (43), DNS (53), TFTP (69)['HP (80), POP3 (110), NTP (123),
Samba (137-139), SNMP (161), LDAP (389), HTTPS }448ySQL (3306) and X11
(6000—-6063) [Dhanjani, 2003, 30-32]. From thoseises, we can go into deeper scanning,
like security scanning and testing, the essengepétration testing.

For example, banner grabbing is an option implestrhto nmap for scanning a
network and seeing which services are give up tachninformation. The most common
tools used in this stage include nmap and amapripe 2008].

During this phase, is very important to make notfethe tool we are using cannot out-
put a log file, we must use tools like tee, whichl wllow us to send the output of a
command to your terminal and to a log file.

We can complete this phase using active or passigthods. Proxy methods are
passive, because the information we gather wifrtw a third source and is not intercepted
from the target itself. Active methods are trulfi@ént because we send predetermined
types of packets, and then receive packets inrretur

3. Scanning

The scanning phase consists in gathering informattout the target’s purpose; what
ports and what services it offers. Information ecléd during this phase is also used to de-
termine the operating system or firmware versian tfie case of routers) of the target
devices. The list of active targets accumulatednftbis phase will be used as a possible
target list.

Penetration testing often becomes a test of thntddi existing security controls and
configurations. If we research network attackss known that most attackers will spend as
much time as they can need gathering informatiothein target before they attack.

The collected list of potential targets from thatfiphase (identifying specific services)
can be very comprehensive. To begin the scanniagegs, it is necessary to determine if
the systems are up and responsive. Several mettaydde used, but the most common
technique uses Internet Control Message Proto€dllR) packets.

Request for Comments (RFC) 1122 define the ICMP eelquest packet like a basic
one that every host needs to implement and restmorid reality, many networks, internally
and externally, block ICMP echo requests to defagminst a denial-of-service (DoS) attack
called ping flood and to prevent scanning from dlside. If ICMP packets are blocked,
TCP ACK (TCP acknowledge) packets can also be hggqaing command. The unexpected
ACK packets should return a TCP RST (TCP reset).that reason, sending this type of
packet to a port that is allowed through a firewsiich as port 22 (sshd service), the target
should respond with an RST indicating that thedtig active.
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Ping sweeping is the process of pinging numerowsshdn the case of a large set of
target IP addresses, one must perform a ping steegégtermine alive hosts that respond to
ICMP echo requests [Dhanjani, 2003, 78]. This swelepuld be done and held a log file
that specifies active machines that we can lafitimto a scanner.

4. Port Scanning

The most common of TCP port scans is SYN scan, fagetthe TCP SYN flag, which
appears in the TCP connection sequence. This typecan sends a SYN packet to a
destination port, the return is analyzed and a YW response is sent if the port is open
or an RST if the port is closed. Because the TGiection did not really occur, the service
on the target does not see a connection, and doesreate an entry in a log file
[Insecure.Org, 2008].

Different flags, like FIN, PUSH and URG, are usefot OS detection and to avoid
access controls that stand on connections initiatétd specific TCP flags set. Nmap
support a lot of port scan techniques listed inl@dh

Table no. 1 Port Scanning Techniques

Nmap switch Type of packet send Response if open Response if close Details
-5S TCP SYN scan SYN/ACK RST stealthy scan with root privileges
-sT TCP connect scan connect() system call | connection refused Cargct macmnes;fs%o?e Ranrtanonte
-sU UDP scan port is open port i dlosed or filtereg | UPF Scan works by sending an empty UDP
-sN tep flag header is 0 connection timeout RST can go thrﬁﬂgmﬁgﬂfg"d REER
~ sets the FIN, FSH, and URG - can go through firewalls and packet
SX flags connection timeout RST filtering routers
_ - r . ; can go through firewalls and packet
sF sets only the TCP FIN bit| connection timeout RST SN Tt
-sA TCP ACK scan RST RST mapping firewall rulesets
uses TCP Windew scan value to detect if an
-sW TCP Window scan RST RST filtered port is open or closed
P an n EIN,, .
-sM e Maimon scan with FINACK | connection timeout RST works on BSD systems
--scanflags arbitrary TCP flags (URG, ACK. | connaction timeout RST creative design of your own scan
flag er[SH,Y11S(':rI, SYN, and FIN) 9 il
~ truly blind TCP port scan of the target (uses|
sl TCP SYN scan SYNJ{ACK RST a "zombie” host as scan source}
ICMP protocel used to map IP protocols that are used by
-s0 1P scan response for all protocols A hast
-b TCP connect scan connection made connection refused FTP bounce scan
subprotocol check (SMTP, Used to see what services are running on
-sV HTTP, HTTPS ..) N/A N/A an open port
- TCP and UDP packet checks Useful to establish O5/firmware version
o] N/A IN/A

5. Service ldentification

On port scanning action we catch the open portsnamdwe need to be able to verify
what the running ports are. Normally we think tHaTP is running on TCP 80, but what if
the administrator of the system is trying to obhiscthe service, and is running telnet
instead? The easiest way to check the status oftaspa banner grab. Upon connecting to a
service, the target’'s response is captured and amdpo a list of known services, such as
the response when connecting to an OpenSSH sditverbanner in this case is the version
of the service, OpenSSH version 4.6p1.
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6. Fingerprinting

The purpose of system fingerprinting is to detemnrtime operating system version and
type. There are two common methods of performingtesy fingerprinting: active and
passive scanning.

The active methods use responses sent to TCP orPIQidckets. The TCP
fingerprinting process requires setting flags ie tieader that individual operating systems
and versions respond to differently. Different T@#&ckets are sent and the responses are
compared to known fingerprints to determine the aemOS. ICMP-based methods use
fewer packets than TCP based methods and are rezodeuh.

Similar to the active method, passive fingerprigtadoes not send any packets, but is
based on sniffing techniques to analyze the inféionaent in normal network traffic. If our
target is running publicly available services, pas§ingerprinting may be a good choice for
fingerprinting [Insecure.Org, 2008].

7. Period (of time)

Running a port scan of 2000 ports in 30 secondsh&ilmore suspicious than one in
which we take ten hours to scan 2000 ports. Iteisessary to use data collected from the
first phase to amplify the scanning phase. If wenfba host through a search engine like
Google, you already know that port 80 (httpd) 08 4Https) is open.

Integrated tools such as Nessus, H.E.A.T., or Ratiill run some type of portscan,
followed by a series of security tests. These fonstcan be replicated with Google queries,
although in most cases the results are near agtieffeas the results from a well thought out
vulnerability scanner or Web assessment tool [L@O§5, 221-262].

It is stringent to find out when the target pagbesmost traffic and scans during those
peak times. For example, on paydays, or on thedfrhe month, a bank should have higher
traffic than on other days in the month, due to thember of visitors performing
transactions.

8. Bandwidth problems

When we are scanning a single target over a busimesmdband connection, we will
not influence the destination network, even runranfgw scans at the same time. If we are
performing a DoS test, an excessive bandwidth usélgbe noticed by the system adminis-
trator.

Denial of Service (DoS) can come in many formspfrsimply swamping the main
routers with traffic to actually taking advantageaoweakness in a program to crash that
service and therefore the server [Howlett, 2005).13

9. Open Source Tools

After we described theories about security, iingetto implement them with the open
source tools. We'll present different tools, divddénto two categories: scanning and
revealing vulnerabilities.
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9.1. Scanning tools

These tools will scan a list of targets to deteamivhich hosts are up, and what ports
and services are available.

9.1.1. nmap

Port scanners accept a target or a range as isgnd, a query to specified ports, and
then create a list of the responses for each phg.most popular scanner is nnamilable
atwww.insecure.orgNmap tool has become a standard among testenseawdrk auditors.
We will concentrate on a few different scan typesl aptions to make the best use of
scanning time and to return the best information.

nmap: Ping Sweep

Before scanning active targets, it is necessans®ping sweefunctionality of nmap
with the -sPoption. This option will not scan a port on tardatf will report which targets
are up. When is appealed as root with nmap ipsBddress nmap will send ICMP echo
packets and TCP SYN packets to determine if aibagt.

Ping types, like -P0O and -Rfhables a TCP ping sweep, with {R@icating “no ICMP
ping” and -PSndicating “use TCP SYN method.” By detaching tkarming method to just
one variant, we increase the speed as well, thajréat when scanning multiple /24
networks, or even a /16.

nmap: ICMP Options

If nmap can’t see the target, it won’t scan it gsléhe -P@do not ping) option is used.
We can use the -Bption to select another type of ping acting. Fanaple, the -P@ption
will use ICMP timestamp requests, and the -Bpion will use ICMP netmask requests.
Before perform a full sweep of a network rangemight be useful to do a few limited tests
on known IP addresses, such as Web servers, DNfiake the ping sweeps and reduce the
number of total packets sent and the time takethfoscans.

nmap: Output Options

Capturing the results of the scan is extremely gt and depending on our client’s
requirements it can be submitting them as evidesfceulnerability. The easiest way to
capture all the needed information is to use-th&flag, which outputs scan results in three
different formats simultaneously: plain text (.nfhafilterable text (.gnmap), and XML
(-xml).

nmap: Stealth Scanning

For any scanning we perform, it is not a good itbease a connect scan (-sT), which
fully establishes a connection to a port. Excespimé connections can cause a DoS to older
machines. A stealthy port testing method with nngyzh as a SYN scan, is accomplished
with -sS flag, which creates a listing of the open ports tbe target, and possibly
openf/filtered ports if the target is behind a fiediw

nmap: OS Fingerprinting

In fact, ports 135, 137, 139, or 445 often indicaté&/indows-based target. If we want
to get more specific, we can use nmagfla@, which appeal nmap fingerprinting mode. On
the Linux targets we can see open ports like 2152280, 443 or 3306.

nmap: Scripting

When we specify our targets for scanning, nmap adtiept specific IP addresses and
address ranges. If we have a host file, which n@asetbeen generated from our ping sweep
earlier, we can specify it as well, using the fldg. Using scripting we can usevkto create
a quick hosts file from an nmap ping sweep.

For example, the following command: grep ‘onlinestsd ping-sweep-home.nmap |
awk -F \({print $2} | awk -F \(*{print $1} > valid-hosts will output a file that contains a
list of online hosts: 192.168.0.100, 192.168.0.1(32.168.0.120.

nmap: Speed Options
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Nmap allows the user to specify the “speed” ofd¢ban and the total of time from pro-
be sent to reply received. On a fast LAN, we catinipe scanning by setting the eption
to 4, or aggressive, usually without dropping aaghkets during send. If a normal scan is
takes very long due to filtering, or a firewall @&, we will enable aggressive scanning.

By default, nmap scans 1663 ports for common sesyiwhich will catch most open
TCP ports. Several sysadmins may run ports on un@mmports, practicing security
through obscurity. If we suspect that a system beyunning other services, will run nmap
with the -p1-6553%arameter, which will scan all 65000 TCP ports. Eea a fast LAN,
this will take from 30 minutes to a few hours. Benfing a test like this over the Internet
may take even longer, which will also allow monméi for the system owners to note the
excessive traffic and close de connection.

9.1.2. netenum: Ping Sweep

If we need a very simple ICMP ping sweep prograat ttan be used for scriptable
applications, netenum might be useful. Netenumaper§ a basic ICMP ping and then
replies with only the reachable targets and regquiréimeout to be specified for the entire
test [Vulnerabilityassessment.co.uk, 2008].

9.1.3. unicornscan: Port Scan

Unicornscan is different from a standard port s@approgram, and allows specifying
more information, such as source port, packets@eond sent, and randomization of source
IP information. Unicornscan perform a basic SYNtmman and is best for scanning during
an IDS test, where the packet forging capabilitesuld be put to more use
[Securityforest.com, 2008].

9.1.4. scanrand: Port Scan

Scanrand offers different options than a typicat goanner and implements two sepa-
rate scanner processes, one for sending requestsrenfor receiving those requests. For
this reason, processes can run asynchronously hwdiie@s an improvement in terms of
speed. The packets are encoded with digital S|geﬂ1nh1at allow the processes to keep track
of the requests and prevent unreal responses [Daxoam >*°

Scanrand has the ability to specify bandwidth ushgethe scan, from bytes to
gigabytes. When performing testing over a high-bandnection, such as satellite, the
ability to use these is very important.

9.2. Tools for revealing vulnerabilities

These tools will scan a list of targets and pootdhelp determine more information
about each target. This phase will reveal prograames, version numbers, and other
detailed information that will be used to determingnerabilities on those systems.

9.2.1. nmap: Banner Grabbing

This version-scanning feature of nmap is calledhhie -sVflag. Based on a returned
banner, or on a specific response, a match is rhatlegeen the service response and the
nmap service fingerprints. For example a scan usingp —sS —sV —O -@n a Linux ser-
ver, will perform a SYN-based port scan, a versioan, and the OS fingerprinting function,
all with detailed output. Typically, the scannerttgas the version and protocol of
OpenSSH, in use, and the Web server name and ngismache 2.2.4). The FTP server,
Mail server, and nethios-ns, show closed, but piteda this case, the firewall rules are
open for those services, but they are not currentiying. In theory the system is a general
server and the open firewall ports could be scateted to determine if the backend servers
are running.



398 Napoleon Alexandru SIRETEANU

9.2.2. pOf: Passive OS Fingerprinting

If we want to be extremely quiet in initial scaropess, and don’t wish getting high-
level results for OS fingerprinting, pOf is the faet tool. POf analyze the responses from
our target on safe queries, such as Web traffipirgg replies. pOf gives the best estimation
on an operating system based on those replies fiutamredump.cx, 2006].

9.2.3. Xprobe2: OS Fingerprinting

Even if many operating system designers follow RR@ie operating system kernel
authors sometimes interpret details differentlyolSosuch as Xprobe2 and Nmap explore
such differences in order to fingerprint the targgerating systems.

Xprobe2 is an OS fingerprinter, but also has sowrmEcbport-scanning functionality
built in to identify open or closed ports. We caeasfy known open or closed ports, to
which Xprobe2 performs several tests (TCP, UDP, I&MP) to determine the remote OS
[Arkin, O., 2003].

9.2.4. httprint: Web Fingerprinting

Httprint is designed to run across a Web server tandiscover the HTTP daemon
running and only fingerprints http servers [Net-&a 2008].

9.2.5. amap: Application Protocol Detection

Amap sends multiple queries and probes to a spes#fivice, and then analyze the
results, including returned banners, to identifyatvlapplication or service is actually
running on a specific port [The Hacker's Choicéd&0

9.2.6. smbgetserverinfo/smbdumpusers for Windowgets

If TCP ports 135, 137, 139, or 445 are open, thiiciates that the target machine is
Windows-based or is running a Windows-like sengceh as Samba. In Windows, if the
registry keys RestrictAnonymowsd RestrictAnonymousSAMre set to 0, an anonymous
user can connect to the system with a null sessmmhdump the list of local user accounts
and shared folders for the system. By connecting 8amba server via a null session, we
can get the Samba system name and the operatitemsysrsion. The Windows XP target
does not return any information, but the Linux &ngeturns the listing of all local users. For
attacking newer Windows versions, tools such nistsocad vulnerability scanner software
like Nessusare useful.

Smbclient, a file transfer client for SMB networ&perates like an FTP client and it
permits to specify the username, with pdrameter and target host using -I. Let us see an
example of successful connection to a target systeimg smbclient for the purpose of
sending a file that may be later used in the patietr test:

Smbclient -I 192,168.1.121 -U Administrator \\\\1192.168.1.121\\C3%
Password: ***

Domain:[HOME] OS=[Windows 5.0] Server=[Windows 2003 LAN Manager]
smb: \> cd winnt

smb: \winnt> cd system32

smb: \winnt\system32> put /tmp/trojan.exe RUNME.EXE

putting file /tmp/trojan.exe as \winnt\system32\RUNME.EXE (1.0 kb/s)
(average 1.0 kb/s)

smb: \winnt\system32>
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10. Real tests

On real scenario based on external and internattpeion tests, the first step is to
perform a whois lookup, ping, and host queries &kensure the system is the real target. If
we running whois hostname.domainnam¢urns NOT FOUND, we do a whois on the
domain only, domainname. This returns registraiidormation for DynDNS.domainname,
which indicates that the target is probably a dyicatR address using DynDNS for an
externally reachable DNS name.

If we run nmap —sS —v —0A external-nmapstname.domainname, we will perform a
SYN scan and version scan, writing the output ®file external-nmap. This scan returned
four TCP ports open: 21, 22, 80, and 8080.

To identify what those open ports are running, wdl wan amap (amap —Abq
hostname.domainname 22 and amap —Abqg hostnamemmana 80 and amap —Abq
hostname.domainname 8080), revealing that pors 2@rining OpenSSH 4.6p1, with proto-
col version 2.0, port 80 shows as Apache 2.2.4 (itlpy and 8080 appears to be the login
page for a Linksys WRT54G Wireless Access PointtBou

Additional scanning results on the target system,can obtain by using Nessus port
scan. Nessus discover that BIND 9.x is running @P53. The OpenSSH server shows as
providing 1 and 2 protocol support.

Each of the discovered software products wouldrivestigated to search for known
vulnerabilities, and additional testing would befpemed against the software to determine
any misconfigurations.

For the internal tests, we will scan the 192.1@823% network. Internal network
firewalls do not exist, but host firewalls are altd. Performing a ping sweep using nmap -
sP -PS -0A internal-ping-sweef92.168.0.0/24 reveals three targets: 192.168.0.100
192.168.0.106, 192.168.0.120, and 192.168.0.25%a{nly broadcast address). The DNS
names laptop, desktop2 and axim were listed.

To provide a complete scan, we ran nmap -sS -sML-®alid-hosts -0A fullinternal-
sweepwhere valid-hosts was created by the use of theigus awkcommand. We record
from this scan a ProFTPD and Samba server on 182160 (a Linux system).The
192.168.0.106 machine seems to be a Windows 200&1Ssystem that is additionally
running Apache Web Server. Information like thidl Wwe useful for future attack scenarios.

If we run Nessus again with standard options teemeine any suspicious ports or
vulnerabilities, we can find an FTP server on 168.0.100 that is configured to allow
remote connections and may be vulnerable to a DaBmote code execution flaw from a
user. Because this service allows anonymous coionsctit would be an easy to exploit
system.

If we suspect that you have a compromised system,d good idea to check for a
rootkit, which is a collection of programs whichtriders often install after they have
compromised the root account of a system. Thesgrgnes help the intruders clean up their
tracks and provide access back into the systemtkR®gometimes leave processes running
to allow the intruder to return easily and withole system administrator's knowledge. A
script like chkrootkit will detect over 50 differenootkits, network interfaces that are in
promiscuous mode, altered lastlog files, and alterenp files.

In real world, after an intruder obtains root pessions, he will have total control of
the victim host. Next, the intruder must hide mices, and plant Trojans and backdoors in
order to ensure continued access. From cleaningfileg to installing backdoors and
rootkits, it is often difficult to detect the prese of refined hackers.



400 Napoleon Alexandru SIRETEANU

11. Conclusions

There will be periods during the penetration tekewattack technique may not work.
IP addresses may change, routes may change or arépols may stop working without
any warning. Even negative results may producetigesnformation, such as the fact that
the firewall imitates open ports for closed ports.

Open source security tools offer numerous bentfienterprise security, but they can
also come with their own vulnerabilities. In thetfanoving world of computers, things are
always changing. Network security techniques amdstbave evolved rapidly to meet new
and more sophisticated threats that occur withmatag regularity.

Although many peoples sustain that open sourceegi®jare going to have less
vulnerabilities than closed source projects, thattst really true; the number of
vulnerabilities present in a given system can'sipgply associated with the openness of its
source code. Finally, it's about the way the prtoged its developers handle and integrate
security.

References

Arkin, O., Yarochkin, F., The Present and Future of Xprobe2; The Next Géivereof Active

Operating System Fingerprinting http://www.sys-
security.com/archive/papers/Present_and_Future b§@r@1.0.pdf accessed on September 9,
2008

Clarke, J., Dhanjani, NNetwork Security Tool©'Reilly, 2005
Dhanjani, N., HackNotes™ Linux and Unix Securityrfable Reference, McGraw-Hill, 2003

Howlett, T., Open Source Security Tools: A PradtiGaide to Security Applications, Prentice Hall,
2004

Long, J., Google Hacking for Penetration Testeyag&ss Publishing, 2005

*** Scanning modes available in Nmagt http://www.openxtra.co.uk/support/howto/nmap-scan-
modes.phpaccessed on September 10, 2008

*** Port Scanning Techniquesat http://insecure.org/nmap/man/man-port-scanningstiegtes. html
accessed on September 10, 2008

*** Fingerprinting Methods Avoided by Nmagat http://insecure.org/nmap/osdetect/osdetect-other-
methods.htmlaccessed on September 10, 2008

*** Netenum at http://www.vulnerabilityassessment.co.uk/netenum,dccessed on September 15,
2008

*** Unicornscan — SecurityForestat http://securityforest.com/wiki/index.php/Unicornscaccessed
on September 15, 2008

*** Scanrand 1.0: A Demonstratignat http://www.doxpara.com/read.php/docs/scanrand_thdps.
accessed on September 15, 2008

*** The new pOf athttp://Icamtuf.coredump.cx/pOf.shtpdccessed on September 15, 2008
*** Net-Square: httprint athttp:/net-square.com/httpriniccessed on September 20, 2008

*** THC-AMAP - fast and reliable application fingprint mapper at http://freeworld.thc.org/thc-
amap/ accessed on September 20, 2008




